04.12.2024 Adaptive data analysis
Lecture 5: Azuma—Hoeffding and Composition for DP-Stability

Source: Lecture notes by .
Aaron Roth and Adam Smith Lecturer: Uri Stemmer

The composition theorems we saw at the end of the previous class are decent but insufficient for
achieving better results than those obtained via compression. Toward proving a stronger composition
theorem for stability, we will need to study a generalization of the Chernoff-Hoeffding theorems
discussed in the first lecture.

Reminders from the first lecture::

Theorem 0 (Hoeffding's Bound):
Let a, u € Rand let X3, X,, ..., X, be independent random variables such that for all i € [k] we have
Pr[|X;| < a] = 1 and E[X;] < u. Then, for any z > 0 it holds that

n 2
ZXi 2k,u+z'\/E'a] Sexp(—%)
i=1

Pr

Toward the proof of a composition theorem for DP-stability, we will need a slightly more general version
of the above theorem.

Theorem 1 (Azuma-Hoeffding Inequality):
Let a,u € Rand let X;, X5, ..., X; be random variables such that for all i € [k] we have Pr[|X;| <a] =1
and for any choice of (x4, ..., x;_1) € Support(Xj, ..., X;_1) it holds that

E[Xi Xy =xq, 0, Xisg = x4] S

k 2

z
ZXi 2k,u+z-\/lz-a] Sexp(—;)
i=1

Then, for any z > 0 it holds that

Pr

Note that Theorem O is a special case of Theorem 1. Why? Because if X{, X5, ..., X are independent and
E[X;] < u then
E[Xi|X1 = X1, ., Ximqa = x4 = E[X;] < p

To prove this theorem, we will need to use the following fact:
Theorem 2 (Hoeffding's Lemma):

Let X be a real-valued random variable such that Prf[a < X < b] = 1 and E[X] < u. Then, forany 1 € R
it holds that

A%(b — a)2>

E[e**] < exp (/1;1 + 3




Proof idea of Theorem 2:
First, note that it suffices to prove the theorem for the case where E[X] = 0.

Why? Assume we have proven the theorem for the case where E[X] = 0. Now let X be a random
variable with a nonzero expectation. Define a new random variable X = X — E[X] and note that
E[X] = 0. Therefore,

[E[e“] _ E[ez()ﬂm[x])] _ oMEIX] IEI[e’U?] < ehh. exp(

A12(b —a)?
=)

Thus, it remains to prove the theorem under the assumption that E[X] = 0.

Consider the function f(y) = e?? and note that this is a convex function.

Reminder: By definition, a function f: R = R is convex if for all y;,y, € R and
forall t € [0,1] it holds that ——

f((l—t)-y1+t'y2)S(l—t)'f(y1)+t'f(y2)

Therefore, in our case, for y; =a, y, =b and t = =% \Wwhere y € [a, b] it holds that

[~
Q

ely=f(y)=f((1—t)a+tb)s(1—t)~f(a)+t.f(b)=Z%-ela+%-elb

This holds pointwise for every y € [a, b].
Now, consider our random variable X € [a, b]. It follows that:

b—X X—a
E[etX S[E[ cehta 4 -e“’]=
[ ] b—a b—a
=b—]E[X]'ela ]E[X]_a-elb _ b ot 4 —a oD
b—a b—a by asst b—a b—a
y assumption
E[X]=0

Thus, we bounded IE[e’lX] with an expression that does not depend on X (onlyon a, b, 1)

The continuation of the proof follows from analyzing this expression. It can be shown that this

expression is bounded by:
(AZ (b — a)z)
eXp|——g

g.e.d. (Theorem 2)

Additionally, we will need to recall the law of total expectation, which states that the expectation of the
conditional expectation of a random variable equals the expectation of the random variable itself.



Theorem 3 ("Law of total expectation"):

Let X, Y be random variables such that E[|X|] < . Then, E[X] = E [ E[X]|Y] ]

Before recalling the proof of Theorem 3, let's first recall what E[ E[X|Y] ] means.

To this end, let’s start by recalling what is “conditional expectation”: For y € Support(Y) we have (in
the discrete case):

E[X|Y =y] = z x-PrlX =x|Y =y] = Z X -
x€Supp(X) x€Supp(X)

Now, the conditional expectation of X w.r.t. Y is a function of the value of Y, defined as follows:

E[X|Y](y) = E[X]Y = y]
This means that E[X|Y] is a random variable (a function of Y)

So the theorem of total expectation says that the expectation of E[X|Y] equals the expectation of

A clearer way to phrase this theorem might be E[X] = ]Ey(_y[IE[XlY=y]] which explicitly
emphasizes that the outer expectation is over y « Y. However, the formulation that appears in the
theorem, E[X] = IE[IE[XlY]] is the standard form used in probability theory. It’s concise, but can

sometimes feel less intuitive.

Proof of Theorem 3 (law of total probability) for the discrete case:

]E[IE[XlY]] =Z]E[X|Y=y]-Pr[Y=y] =Z!Zx-Pr[X=x|Y=y]]-Pr[Y=y]
y y L'

=) D Pl =x, Y =yl=> Y x-PrlX =2 V=]
y X Xy
=ZxZPr[X=x, Y=3’]=Zx'Pr[X=x]=]E[X]
x y x

g.e.d. (Theorem 3)



Class Exercise: Given a bag that initially contains R red balls and B blue balls: At each step, draw a ball
randomly from the bag (uniformly and independently). Then, return the drawn ball to the bag along with
one additional ball of the same color. Thus, after k steps, the bag contains R+B+k balls.

Define random variables X; where X; = 1 if a red ball is drawn in step i and X; = 0 otherwise. Prove that

k
2.
i=1

E R
R+

=k —
B

Solution:

Now we can prove the Azuma-Hoeffding Inequality. As we will see, the proof will resemble the proof of
the Chernoff bound that we discussed in the first lecture.

Proof of Theorem 1 (Azuma-Hoeffding Inequality):

Let a,u € Rand let X3, X5, ..., X, be random variables such that for all i € [k] we have Pr[|X;| <a] =1
and for any choice of (x4, ..., x;_1) € Support(Xj, ..., X;_1) it holds that

E[X;|X1 = x1, ., Xj1 = X4 S .

Letz > 0. Denote t = ku + z -k -a. We need to show that

k 72
ZXi =t| < exp<—7>
i=1

Pr

Z
Denote ¢ = —. We calculate:

avk
K
=Pr[c-ZXiZC-t
i=1

k
Yz
i=1

In the proof of the Chernoff bound, we used the assumption that the random variables are independent
to split the expectation into a product of expectations, and then analyzed each individual expectation.
Here, we cannot split into a product of expectations because we do not have independence. What can
we use instead? The Law of Total Expectation:.

Pr —Pr [6025‘:1)(1' > ec't] < e Ct.E [ec'zﬁcﬂx"] = ((1))

N——
Markov

() = e~ - E| E[ec XXy, ., Xy | [ = (@)




Here, the outer expectation is over the draws of X3, ..., X;_, and the inner expectation is over the draw
of X;, (from the corresponding conditional space). Note that within the inner expectation X1, ..., X;_, are
fixed (since we are conditioning on them), so they can be taken outside the inner expectation. Thus, we
have:

(@) = e~ E| e“ZE X E[e¥k|X,, ..., Xea] | = ((3))

Now, recall that under our assumptions, for any fixed values of Xi,..,Xy_1 it holds that
E[X;1X; = x4, ..., Xi—1 = Xj—1] < u. Thus, we can apply Hoeffding's Lemma (Theorem 2) to the inner
expectation and obtain:

CZ

- a? -
(3) <e“-E ¢ T Xi. exp (c U+ ) = e . oM. gc?a?/2 | e T X | = (D)

2

k
So what did we get? We started from e~ - E [ec'zi=1xi] and managed to eliminate one random
variable (X;) at the cost of accumulating a multiplicative factor of e* - ec’a’/2,
By induction,
(@) S et eker - ek e’/ = ((5))

Plugging our choice of t = ku + z -k - a we get

((5)) — p—cku-cz\ka . gkep | pkc?a?/2 _ ,-czVka | pkc?a?/2 _ ((6))

i i =z
Plugging our choice of ¢ = ok e get

((6)) — e—22 '622/2 -z%/2

=e
g.e.d. (Theorem 1)

A Simple Example of Using the Azuma-Hoeffding Inequality (Non-Tight)

Let's revisit the class exercise with the balls.

Simplifying Assumption: The initial number of balls N = R + B is much larger than the number of steps

k (i.e., the number of times we draw one ball and return two). Additionally, assume R = B = %

Note that the random variables Xy, ..., X, defined in the exercise are not independent.

Still, we can apply Azuma's inequality:
e The random variables are bounded in the interval [0,1]
e Forany fixed X1, ..., X; we have
R+i

]E[Xi+1|X1 = xl, 'Xl = Xi] S T —

=
==
2| =
A
N| =



Using Azuma's inequality, we get:

2

k

k
ZXi 25+Z'\/E] < exp(—%)
i=1

In other words, with high probability Zﬁ‘lei will not be much larger than its expectation, which is S

Pr

(based on the class exercise and the choice R = B = %).

Remark: This result is not tight for this example. A better result can be obtained using a slightly different
version of Azuma's inequality (if you’re interested, see Polya's urn on Wikipedia).



The RV's AF, are bounded:

+ S,
|AFp| = |Fp — Fp_q| = {, 1~ (k= f"‘Um
R‘l’Sgl
< . [
<15 S£_1|+‘N+€ ONvz-1
R+S, R+S,4
< — .
<2+ k-4 N+¢ N+¢£-1
R+Si1+X, R+S,,
=2 k—* —
+( ) N+7¢ N+¢-1
R+S,.1+X,) (N+¢—-1)—(R+S,_1)-(N++¢
=2+(k—€)( -1+ Xe) - ( ) —( -1) - ( )
(N+&)-(N+2-1)
—(R+S,_)+X, - (N+¢-1
2t (k-2 ( r—1) + Xp - ( )
(N+&)-(N+£-1)
<2+ (k e)| gkt oLk
- (N+&)|l " N+¢~" N

Remark: Note that there is something wasteful here: while it’s true that every AF, is bounded by
(2 +%), most of them are bounded by something noticeably smaller (because our bound decreases

with £). A more fine-tuned version of Azuma would allow us to take advantage of this, thereby
improving the resulting bound.

Conditional expectation:
E[AFHAFl = f1, ., AFp_4 = f{’—l] - E[F{’ — Fp_1|(Fy — Fo) = f1, 00, (Fpoq — Fpp) = ff—l] - ((1))

Note that, in particular, this conditioning fixes F,_; because

R
ittt fooa=F—F)+FE,—F)+ -+ Fpog —Fp3) =Fpq —Fg =Fp_1 — kﬁ

Thus, this conditioning also fixes S,_4 via the equality
R+ Sy
Frpo1 =81+ (k—-2+1)

N+¢—-1
So,

((1) = E[F, — Fp—11Sp-1 = Sp-1]

= B[(Se+ k= O EF) = (Seos # G £+ DY) [0 = 50

R+ E[Sp|sp—4] R+ 5,4
= BlSelsea] + (k= )= m s m (= E Dy



COMPOSITION FOR DP-STABILITY

Suppose we have k mechanisms M;, M,, ..., My, each of which is (¢, §)-DP-stable (each receives a
database and a parameter). Consider the mechanism M that performs an adaptive composition
of these mechanisms, meaning:

M(S) = M, (5, My _4 (S; Mk—z(S' Mk—S(S' ))))

Theorem 1: Let 0 < &,6 < 1, and let M be a mechanism that performs k adaptive executions of
mechanisms, each of which is (e, §)-DP-stable (without additional access to the database). Then,

M is:
2 1
2k -+ [2kIn (_k6) -¢ , 2ké | -DP-stable

For simplicity, we will prove the following weaker version of the composition theorem:



Theorem 2: Let 0 < &,6 < 1, and let M be a mechanism that performs k adaptive executions of
mechanisms, each of which is (&, 0)-DP-stable (without additional access to the database). Then,

M is (¢,8)-DP-stable for
&=2ke? +/2k-In(1/6)

Proof:
Fix neighboring datasets S, S’. We need to show that for any event B it holds that

Pr[M(S) € B] < e - Pr[M(S") € B] +§

Denote:
e Y,,...,Y, = Random variables representing the outputs of M, ..., M, during the execution of M &))
e Y/,.., Yy = Random variables representing the outputs of My, ..., M, during the execution of M €]

Also denote
V=_>0,..Y%) , V=0, .Y

With these notations, it suffices to show that for any event B it holds that

Pr[VveB] <e®-Pr[V' €B]+6

In other words, in order to show that Yy =, s) Yy, we are actually going to show something stronger: We
will show that (Y4, ..., Y) =) (Y1, .., Vi)

Auxiliary Claim 3: It suffices to prove that:

) I i LA B O
vev| " Pr[V’' = v] €

Proof of Auxiliary Claim 3:

Define
W = € Supp(V) : 1 Priv = v] > &
—) VEOUPP S Pr[V' = v] ¢
By the conditions of the claim,
PrilV e W] < é

Fix a set B. Now,
Pr[V € Bl =Pr[VeBNW]+Pr[VeB\W]<86+ef -Pr[V'€B\W]<8+ef Pr[V' €B]

g.e.d. (aux. claim 3)



Let’s return to proving Theorem 2. According to Claim 3, it suffices to show that when sampling v « V
Pr[v=v]
Pr[v/=v]

then w.h.p. the resulting v is such that In ( ) is small.

Fix a sequence v = (y4, Yo, ..., Y ) of outputs for My, ..., M}.. We have that

k
ln<Pr[V=v]>= PrlY; = yiIVy = y1,Y2 = yo, .., Yicg = Y]
Pr[V’ = v] APl = yilYi =y, Yz =y, Vg = il

k
= Z 1n<Pr[Yl = Yi|Y1 =Y, YZ =Y, ""Yi—l — yi_l])
Pr[YL” = yl|Y1, =Y YZI =Yy, ""Yi,—1 = yi—l]

£ Z Ci(yli ---'}’i—1'}’i)

i=1

Pr[V=v]
Pr[v’'=v]
random variable taking the value c¢;(y1, ..., Vi—1, Vi)-

Thus, we expressed In ( ) as the sum of k random variables C;, Cs, ..., C;, where each C; is a

Now we want to apply the Azuma-Hoeffding inequality to these random variables.

Remark: The probability is over sampling V = (Y3, ..., Y, ). That is, we want to bound

Pr[Vzv]
Pr In ,— > € ch(yli' » Yi- 1)y1)>€

To apply Azuma's inequality, we need to bound |C;| and analyze the expectation.
Recall that, by definition

PrlY; = yilV; =y, Y2 = yp, ... =Yi-1 ) ((1))

c-(y,y,...,y-)=ln<
Bz ' P[Yi =y|Y{ = }’1'Y2—3’2'--- 11—371 1]

Where Y}, Yj’ are random variables representing the jth outcome during the executions on S, S’,

respectively.

Recall that once the outcomes y4, V5, ..., Vi_q are fixed, they determine the parameter p; =
pi V1, V2, .., Vi—1) that is fed into the execution of the mechanism M;.

Thus,

o PrIM(S,p) = vl
(@) =In (Pr[Mi(s'. P = yl-]) = (@)

Now recall that M; is (g, 0)-DP-stable, and so, by definition of DP-stability,



(@) €l-¢el

In particular, for every y;, Vs, ..., Vi we have that

|Ci(3’1:3’2'---;yi)| <¢
Andso Pr[|C;| < €] = 1.

Now, let's compute the conditional expectation:

]E[Ci

Ci=c¢pCioq = Ci—l] = Epy [ ci(Y1, Y2, 0 ¥i) €1 =¢1, s Cimg = Ciq

= E,_ ln( L L Ci=cq e, Ciq =cj_
— Y Pr[M;(S',p;) = yil 1= -t et

by (1))
_ Pr[M;(S,p)) = J’i]) _ [ ]
F:__, Z ]Ev<—V In (Pr[Mi(S’,pi) — yi] Vi Yi-1 VEI;/ Y Yi-1| €1 Cia
otal . Y1,-0Yi-1
expectation -

Pr[M;(S,p;) = y-]) [
E Ey.cy. ln( Ll : ,eYie1 |+ Pr s s Vie
yi<Y; PrIM;(S", p,) = v;] V1 YVi-1 V1 YVi-1

vV
YirYi-1

cL ...,ci_l] = (®3)

As we mentioned, once the outcomes y4,y,, ..., Vi_1 are fixed, they determine the parameter p; =
i V1, V2, ..., Vi—1) and determines the distribution of Y; to be the outcome of M;(S, p;). Hence,

Pr[M;(S,p;) = yil
3)) = Z Ey.cm(spn: ln< - . Pr [ Vil
( ) e YieM;(S,pi) PI‘[Mi(S 'pi) — yi] vy 1 Vi1

Ciy ) Ciq ] = ((4))

Auxiliary Claim 4 (to be proven shortly): For any fixed p; it holds that

Pr[M;(S,p;) = vil
E, ooyl < 2.g2
YieM;(S,pi) n <PF[ML'(S’, pl) = yl] ’

Using this claim we get that

(@)= > zeee Pr |y v

Y1raVi-1

— 2
Cl,...,Ci_l] - 2'8

Where are we in the proof of Theorem 2?

We want to prove that:



veV

k
Pr [ Zci(Jﬁ» e YicuY) > €| <8
=1

So far we have shown that for every i it holds that |C;| < € and E [ Ci

Cl = Cq, ""Ci—l = Ci—l] < 282.

Therefore, by the Azuma-Hoeffding Inequality, for every z > 0 we have
k
2

z
Pr Z iV, s Vier, Vi) > k22 + zVke | < exp (—7

vV
=1

Setting z = /2 - In(1/8) and denoting & = 2ke? + ka . ln(l/g) & we get that

N———

vV

k
Pr l Zci(yl'""Yi—l’yi) >E|<6
i=1

g.e.d. (Theorem 2)

It remains to prove Auxiliary Claim 4.

Intuition regarding composition:

Why should DP-stability degrade like vk and not like k?

Suppose | runs the Laplace mechanism k times on an input S or on a neighboring input S’, with
the same query, having a value of 19 on S and a value of 20 on S’. In other words, in each round,
| give you a sample from one of the two following distributions:

/\

19 20

You want to try to guess whether the input is S or S’

Output > 19.5 "makes you think" that S’ is more likely.

Output < 19.5 "makes you think" that S is more likely.

But sometimes, you will get an output < 19.5 even on S’ which only misleads you in your
attempt to distinguish between S and S’

e Intuitively, this means that sometimes | "gain stability” instead of "losing stability".



More intuition: Suppose we run the Laplace mechanism on S (i.e., we sample from the blue
distribution in the diagram above). Clearly, the probability of getting an output less than 19 is
exactly 1/2. Additionally, the probability of getting an output between 19 and 19.5 is
approximately ¢ (this can be computed using an integral of the density function). Thus, the
probability of getting an output in the region where the blue graph is higher than the purple one
is approximately 1/2+¢, and with a probability of about 1/2—¢, we get an output that "misleads
us", where the purple graph is higher.

How many times will we get an output that "does not mislead us"? This is a random variable
with a binomial distribution and a success probability of 1/2+¢. The expected number of
successes out of k samples is k/2+ek, meaning that, on average, there is indeed some advantage
for "outputs that do not mislead us". However, the standard deviation of such a random variable

IS approximately g Therefore, if ek « g then the advantage we have is "swallowed" by the

— it will be very difficult to distinguish

standard deviation. In other words, as long as ¢ « T

between the purple and blue distributions.

Intuition regarding Claim 4 in the case of two Laplace mechanisms: We want to argue about
the random variable defined as follows: sample a point y according to the blue distribution, and
then compute the log ratio of the height of the blue line to the height of the purple line. We
already know that this log ratio is always bounded by +e. However, it is quite clear that the
expectation of this random variable must be much smaller than € (because sometimes this value
is even negative). As we now show, a simple calculation shows that this expectation is
approximately 2.

When sampling a value y according to the blue distribution (with value 19) we have that

Pr(M;(Sp)=y]\ _ _ .
¢ In (Pr[Mi<s',p)=y]) =eify<19

Pr[Mi(S,p)=y]) e
© In (Pr[Ml-<s',p)=y] =—elfy=20
e In between, it is somewhere in between these values. Let us pessimistically assume that

PriMisp)=y]Y _
In (Pr[Ml-(S’,p)=y]) = ¢ holds also for 19 <y < 20.

o Now note that the probability of being in the middle is small:

&
5 exp(—¢e-y)dy =

2 2 -

o e exp(=¢-y)|'
Yi—M;(S,pi) N 0

1
[19Syl-£20]=f
0

&

e~ t_a_e=£
S(-e )~2(1 (1 s))_2

Therefore,

) 1 (PriMiSp) = yil
yi—M;(S,pi) Pr[Ml'(S’, pl) = yl]

>] < Pr[y; <19]- e+ Pr[19 < y; < 20]- &+ Pr[y; > 20] - (—¢)

1 +£ (1 5) o
~2€ 28 2 28—8



A formal proof for Claim 4:
Observe that

Eyicmisp | In < e X ) = Z Pr[M(S,p;) = y:] - In ( PriML S, po) = il > >0
Vi

Pr[M;(S’,p;) = yil Pr[M;(S',p;) = yil

Explanation: This follows from the log-sum inequality, which states that if a4, ..., ay, by, ..., b, are non-

negative numbers, then
ai xia;
a--ln(—) > Za- -ln<—>
Z ' b; ( i l) Yib;

Similarly, it holds that

Pr[M;(S’,p;) = yi]
E ' 1 =
yi<—Mi(S :pi) n ( Pr[Mi(S; pl) = yl] B 0

Now,

E 1 [ ZEMi(S,po) = yil
etGeo ) TP M8, p) = vi]

< Eyemitsp

1 <Pr[Mi(s.pi) =yi]> _
n

. (Pr[Mi(S'.pi) - yl-]> _
Pr(M;(S",p:) = yil

E l
+ vieM;(s'p;) PI‘[Mi(S; pl) = yl]

= Eycmi(spp - IEyi‘—Mi(S'.Pi)

l <Pr[Mi(S'pi) = }’i]> -
n

ln<PF[Mi(5» pi) = il > -
Pr[M;(S',p;) = yil

Pr[M;(S',p;) = yil

3 Pr[M;(S,p)) = yil Pr(M;(S,p) = yil
=D B, in <Pr[Ml-(5', P) = yi]> B 2 sl ppl?il 0 <Pr[Ml-(s',pi> = yd)

Vi i

_ Pr[M;(S,pi) = yil
- Z In (Pr[Mi(S’,pi) = yl-]) ' ( wibdpo T ol )

Pr[M;(S,p;) = yil
< In . Pr | — Pr i
Z <Pr[Ml-(S', pi) = yil Mi(S,Pi)[yl] Mi(S’,pi)[yl]

Pr|M;(S,p;) = y;
S max ]n [ l( ,pl) yl] . z PI' [yl] _ PI‘ [yl]
yi€Supp(Y;) Pr[M;(S',p;) = v;] M(S,p1) Mi(S"pp)

i



M;(Sp; (S’
> i(Spi) M;(S',p see below

<e- Z Pr [y;] — Pr ’)[yl-] = e-2-SD<Ml-(S,pl-) , Ml-(S’,pl-)>

=2¢ - max Pr [y;€T] — Pr ET < 2¢e - (1—e7 %) < 2¢?
TSSupp(Y;) Mi(S,Pi)[yl ] Mi(S'.Pi)[yl ] Mmle ( )

(see below)

Reminder: The statistical distance SD(D,,D-) is a measure of distance between two distributions Dy, D,
and it has two equivalent definitions:

1
SD(D4,D,) = Ez xfgl[x =y] —xljgz[x = y]| = max

1 Pr [x e T]— Pr [x €T]
y

x~Dq x~D,

Additional; explanation for the transition in the last line: Consider the event T that maximizes the
expression, and assume without loss of generality that

. > .
Mi&rpi)[yl €Tl = Mi(lzr.pi)[yl €Tl

Then, as M; is (g, 0)-DP-stable, we have

P eET] — P ET||= P €T — P ET] <

Mi(Sr.‘pi)[yL | Mi(S}ﬂ,Pi)[yl ] Mi(SI:pi)[yl | Mi(Sr.Pi)[yl I=
< 3 — =&, ) — _ —&) . ) < . —&
o Migl.npi)[yl €T] —e Migl,qpi)[yl €T]=0-e™) Migljpi)[yl €Tj<s1-e™)

g.e.d. (claim 4). This concludes the proof of the composition theorem (Theorem 2).



