11.12.2024 Adaptive data analysis

Lecture 6: Generalization via DP-Stability

Source: Lecture notes by
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The following conclusion follows from the composition theorem we proved in the last lecture:

. _ £ .
Conclusion 1: Llet 0 < &, < 1 and let k € N. Denotey = ooy Then the composition of k
applications of Ml/(yn), denoted as MY/O™ s (&, 6)-DP-Stable for k queries.

Lap Lap,k ’

Note that the stability guarantees degrade only as vk and not linearly with k. This means that the
Laplace mechanism remains stable even after k queries. What about accuracy? Empirical accuracy is
straightforward, as the next claim shows (we still need to show that stability + empirical accuracy
guarantees statistical validity...)

Claim2:let0 < B,6,8 < 1,letk € N,and denotey = The mechanism Mﬁégg) is (a, B)-

&
J8kIn(1/8)

empirically accurate for k queries using a sample of size n, where
1 k vk 1 k
a=—-ln(—)=0 — ln(—)-ln(—)
yn B en 1) B

Proof:
Recall that for every query q;, the mechanism ﬁﬁég’,ﬁ) returns an answer q;(S) +Y; where Y; ~

Lap (yin) Therefore, to bound the empirical error it suffices to bound max|Y;|.
L
Fix an index i. As we mentioned in previous lectures,

PrilY,] > al = exp(—yne) <

where the last inequality holds for our choice of a > yin -In (%)

Hence, by a union bound over i € [k],

Pr [mialeil > a] <p
g.e.d. (Claim 2)

To complete the picture, we need to show that if a mechanism is both DP-stable and empirically
accurate then it is also statistically accurate. To this end, we need to introduce another DP-stable
building block.




The NoisyArgmax Mechanism

Let g4,45, .., qr a collection of T queries (fixed in advance) and let S be a database. Consider the task of
identifying, in a DP-stable manner, an index t such that g;(S) is approximately maximized. We could do
this using the Laplace mechanism by estimating g;(S) for every i and then choosing an index t that

maximizes our estimations. But this is quite wasteful, as this will degrade our stability guarantees by a =

VT factor. Can we do better?

NoisyAgrmax

Input: Database S and T queries q4, 95, ..., 4t
1. Foreveryl <t <Tletd, = q.(S)+Y; whereY; ~ Lap( )

2
&n
2. Returntsuchthatd; = @ for every j

We assume that the queries g4, ..., gr are of sensitivity 1/n (recall that a query g has sensitivity
1/n if changing one data point changes the value of g by at most 1/n)

Theorem 3: NoisyAgrmax is (¢, 0)-DP-stable (w.r.t. changing one point in S).

Proof:
Fix the queries qy, ..., g7, fix two neighboring datasets S,S’, and fix an index b € {1,2, ..., T}.
We need to show that

Pr[NoisyAgrmax(S) = b] < e® - Pr[NoisyAgrmax(S") = b]

Recall that for each query q; we add noise Y; ~ Lap ( 2 )

en
Let us write 7_b to denote the vector of all noises except for Yj,.
Then, it suffices to show that for every fixture y_, of 17_,, it holds that

Pr[NoisyAgrmax(S) = b|y_,] < e® - Pr[NoisyAgrmax(S") = b|y_,]
Why is this sufficient? Because then

Pr[NoisyAgrmax(S) = b] = Z Pr[y_,] - Pr[NoisyAgrmax(S) = b|y_p]

=

Y-b

< Z Pr(y_,] - Pr[NoisyAgrmax(S’) = b|y_,] = Pr[NoisyAgrmax(S") = b]

V-b

So let us fix such a noise vector y_;. We have that

N 2
Pr[NoisyAgrmax(S) = b|y_p] = Pr [qb (S) + Lap (5) > r]rliag{qj(S) + y]-}]

1 2 1
=Pr|qp(S) + - + Lap (5) > r}‘fg‘{qf(s) + E+ Yj}]




[ 1 2
< — — (S’ .
<Pr _qb(S) + - + Lap (en) > rjrlfg({qj(S )+ y]}]

[ 2 2
< ! J— J— . Y .
<Pr _qb(S )+ - + Lap (sn) > r]niag{q] $H+ y]}]

2 2
n’en

= prftap (5, 2) > max(a, ) + 3} - ()] = (@)

Recall that for the density functions hg  and h,, ; corresponding to Lap(0, 1) and Lap(y, 1),

respectively, it holds that

u,A(x)
Hence,

2
(D) <e®-pr [Lap (;) > max{q;(S") +y;} = qb(S’)]
2 -
=ef Pr [qb(S') + Lap (5> > rjr_liagc{qj(S’) + yj}] = e® - Pr[NoisyAgrmax(S') = b|y_,]

g.e.d. (Theorem 3)

Claim 4: NoisyAgrmax returns an index t s.t. with probability at least 1 — f3,

1 T
q:(8) = mjax{qj(S)} -0 (E : lnE)

(The proof of Claim 4 is similar to the proof of Claim 2)

DP-stability + empirical accuracy implies statistical accuracy

Theorem 5: Let M be a mechanism that answers k adaptively chosen statistical queries given a sample
en = 0 (Llogt

of sizen = Q (82 log 5)’ such that
(a) Mis (&,6)-DP-stable
(b) M is (a, B)-empirically accurate

Then M is (a +10¢, B+ k?s)-statistically accurate.

Conclusion 6 (Theorem 5 + the Laplace mechanism):
There exists a computationally efficient mechanism that answers k adaptively chosen statistical queries to

within accuracy a using a sample of sizen = —.
a



Towards proving Theorem 5:

Before proving Theorem 5, we simplify it in Theorems 7 and 8 below and explain why proving
these simplified theorems suffices.

Theorem 7: Let M be an (&, §)-DP-stable mechanism for k statistical queries that operates on a sample of
sizen = () (sizlog%). Then, for every analyst A, every distribution D, and every 1 < i < k it holds that

6
o [10:69) @)l > 106 <2
AGy, 1 (A,5,M)

Theorem 5 follows from Theorem 7 by using the union bound and the triangle inequality.
Fix an analyst A4, fix a distribution D, and fix an index 1 < i < k. Let MA; denote the mechanism that
given S simulates the interaction between A and M and then outputs the i-th query g; chosen by the

analyst during the interaction.

In a diagram:

q1
a;

q2
M(S) %2 qi

qx
ag

Analyst A

MA;(S)

This is a mechanism whose input is a database S and its output is a single statistical query q;. As M is DP-
stable, we know that the (distribution of the) transcript between A and M is “insensitive” to changing
one point in S. In particular, the distribution of g; is also insensitive, meaning that M 4; is itself DP-
stable. It will be easier for us to argue about MA; (rather than M) as there is no analyst that interacts
with it. It's a "one-shot" algorithm that takes a sample S and outputs a query g;.

Now, instead of proving Theorem 7, we could prove the following theorem:

Theorem 8: Let W be an (&, §)-DP-stable mechanism that takes a database S of sizen = Q (gizlog%)
and outputs a statistical query gq. Then, for every distribution D it holds that

6
SE%n |Q(S)—q(D)| > 108] <E

qew(s)



Note that Theorem 8 is simpler than Theorem 7: there is no one asking queries and no rounds. It is just a
mechanism W that takes a sample and returns a query. Additionally, note that Theorem 7 follows from
Theorem 8, because, as we mentioned, M A; satisfies the requirements of Theorem 8, and therefore the
result holds for the i-th query.

'Proof" of Theorem 8 with missing details:

Let S be a database containing n iid samples from D, and denote g « W (S).

Our goal is to show that with high probability it holds that q(S) = q(D).

We will first show that this holds in expectation, and afterwards strengthen the result to show that it
also holds with high probability.

Claim A:

EL ]~ E ()]

qew(s) qw(s)

Explanation: Let’s consider the following two experiments:

S =(xq, .., Xy) ~D" ~ S =(xq,..,Xy) ~D"

z~D ~ z~D

i € {12,...,n) (DP-stability) | i €& {12, ..}

q < W(s) q =W\ {x}u{z})

Return q(x;) Return q(x;)
The outcome of this experiment of the The outcome of this experiment is
application of q to a random element the application of g to a random
from S. Thus, in expectation over i, the element from D (independent of gq).
outcome of this experiment is the Thus, in expectation over x;, the
empirical average, i.e., q(5). outcome of this experiment is q(D).

Claim B: Let B be an algorithm that takes T databases as input S= Sy, ..., S7) € (X™T and returns a
pair (q,t) where g: X — {0,1} isa queryand 1 < t < T is an integer. If B is (g, §)-DP-stable then

E [qSpl= _E  [q(D)]
S~Dpn S~pn

(q,t)<B(S) (q.t)<B(S)

Proof of Claim B: (similar to the proof of Claim A, but requires tracking all T samples)

Notation: The input of algorithm B are T sub-databases S = (51,55, ..., St) sampled iid from D. The output
is a predicate hand index 1 <t < T. We denote S; = (xm, ...,xt'n).



ERGS)I= ) B [Leam - h(Sw)]

m=1

(h,t)<B(S) (h, t)&z;(s)
n T n T
1 1
ZZ Z [Le=m - B(m,i)] = gz Z Pr [Lemy - R(2m,i) = 1]
i= mzl(ht)eB(S) i=1m= 1(ht)<—B(S)

Given S, (m, i), z define $(mi2) o be as S after replacing x,, ; with z

n T
1
= EZ Z | e Pr [l{t:m} ’ h(xm.i) = 1] +6 |

z,$ ~D
(h, t)(—‘B( (xml Z))

i=1 m=1 #5 o
= = \ (h't)efB(g(xm‘i:Z))

= %zn: Z /ee E [Lie=m) - R(2m,)] + 5)

Every $(mi7) above contains iid samples from D, and x,, ; is independent of Smiz) Thys,

:%ZZ e E [lyem h(D]+6 |=e* E [h(2)]+T8

zS5 ~D zS5~D
(h)<B(S) (h)<B(S)

=e¢ E [h(@®D)]+Téd< E [h(D)]+2e+T6
S~D 5~D
(h)<B(S) (h)<B(S)

Claim C (=Theorem 8): Let W be an (¢, §)-DP-stable algorithm that outputs a query q: X — {0,1}. Let
S ~ D™ and denote g « W (S). Then with high probability it holds that

q(S) = q(D)

Explanation: Suppose towards contradiction that with some noticeable probability 8, the outcome of
W(S) is a query q such that |q(S) — q(D)| is large. We can use W to construct a DP-stable algorithm B
that contradicts Claim B:

Algorithm B:
Input: Sy, ...,Sp forT = %, where each S; ~ D"
(1) Forevery1 <t <Trungq; < W(S;)
*  According to the assumption by contradiction on W, and based on the choice of T, with
high probability, there exists an index t such that |q;(S;) — q:(D)| is large.

(2) Choose such an index t using algorithm NoisyAgrmax and return (g, t).
*  With high probability, we will get that |q.(S;) — q.(D)| is large, which will contradict
the expected bound given in Claim B.




It can be shown that Algorithm B is DP-stable (with approximately the same stability parameters as W),
and it can also be shown that, with high probability (and in expectation), the empirical value of the
query it returns is very far from its value over the distribution. This contradicts Claim B and therefore
disproves the assumption by contradiction that such a W exists.

Adaptive Streaming

Definition (Non-Adaptive Streaming Model):

« A stream of length m over domain [n] is a sequence of updates ((uy, A1), ..., (Um, A))
* Here u; € [n] is the ith item and A; € Z is its weight

 Letg:([n] XxZ)* - R be a function

- Attime i we obtain (u; A;) and need to output z; € (1 + a) - g((uy, 44), ..., (u;, 4;))

* Requirement: Sublinear space (we assume n > m)

Example: Suppose the function g counts the number of distinct elements in the stream. Then:

(.,2), ( ,1), (.,3), ( ,—1), (.l_3)

(Here, the elements in the stream arrive from left to right.)

Another Example:
» Everyitem in the stream is a pair (u;, 4;) where u; € R" is a standard basis vector and A; € R is
its weight

N2 .
* At every time step i, the goal is to estimate ||f(‘)||2 forfO =A; uqg + -+ 4;

The AMS algorithm [Alon, Matias, Szegedy 1996]:

1. Let A be txn matrix with entries uniformly in {+1}
2. Initiatey =0 € R!
3. Fori=1,2,..,mdo:
*  Obtain the next update vector v; = A; - u;
e lety<—y+A-v;

. , 1
*  Output estimation z; = 5 - llyll3




Analysis: Denote the ¢-th row in the matrix A as a,. Observe that
N2 2
=(a1.f(l)) +...+(at.f(l))

1 1 .
Zi=?'||A'U1+"'+A'vi||%=?'||A'f(l)||z

t
Now, for every fixture of f € R™ and every £ € [t] we have
2
15| Y ) |z 3ol n]= Y sl Y -
Jeln] JEln] Jeln] J€ln]

Where the equality marked in red follows as for j # j' we have ]E[a{;‘j : a{,’jr] = ]E[ag,j] : IE[a{,_jr] =0
because a, j and a, ;r are independent.

So (a, - f)? is an unbiased estimator for ||f]|3. But what is the variance of this estimator? By definition,

Var[(a, - £)%] = El(a, - /)*] = (El(a, - £)*D?

Let’s examine each of these two expressions:

o= ¥ aon) it 2 14O Q7]

J€ln] Jj€ln] j=j’

Elar- P2 =( > f7) = ) fr+2 ) f7f

j€ln] j€ln] j=j'
And so
Varl(a,- A1 =4 ) f7-fi<2| D fF ] =2- 18
j#j’ j€ln]

The above calculation was for a single row. Our algorithm returns the average of this statistics over the t
rows of A. This average does not change the expectation of our estimate (which is ||f]|3), but it reduces
the variance significantly. Suppose that the rows in the matrix are independent. Then,

Yo=1(as - f) 2-0f113
[— - Var Z(ag f) mdependent t2 Zvar (a, f) 1< t
Tows
Therefore, by Chebyshev's inequality, for every a > 0,
Z# 1(‘1{) f)
Zf’:l(a{’ f)z
P =it J7 2 . 2
r[ : IFNz] > - liflz| < ||f||4 =5 a2

Setting t = iﬁ we have that



t 2
Z{’=1(a{’ f) _ ”f”%

t

>a-|Ifl3|<B

|

This shows that for every i, with probability at least 1 — [, the i-th answer z; is accurate to within a
multiplicative factor of (1 + ).

Note: For the analysis, we had to assume that the vector f is fixed in advance. Generally, in the non-
adaptive streaming model, we assume that the entire stream is predetermined (but the algorithm

processes the elements one by one). lllustration:

((ul, A1), ..., (U, Am)) = fixed stream (unknown to the algorithm)

(uy,d,) @282 (U Ap)
StreamingAlgorithm
., M

Z1

In contrast, in the adaptive model, the elements in the stream are not predetermined. Instead, they are
determined during the execution by an "adversary" who observes the responses the algorithm has

provided so far. lllustration:

Adversary chooses (u;,A;) based on all previous

items and answers

AN\ N\ N\
- ~ 2
q N
3 3 <‘l:‘ N qé N
E 3 )
~ ~—

StreamingAlgorithm




What is the challenge now? The elements in the stream are chosen based on the previous responses of
the algorithm, meaning they can depend on the algorithm's internal randomness. These dependencies

disrupt the guarantees of most existing streaming algorithms.

Definition (Adaptive Streaming Model):
* Fixafunctiong: ([n] XZ)* - R
* Two-player game between a (randomized) StreamingAlgorithm and an Adversary
* Inthe ith round:
1. The Adversary chooses an update (u;, A;) for the stream, which can depend on all
previous stream updates and outputs of StreamingAlgorithm
2. The StreamingAlgorithm processes the new update and outputs its current response z;
* The goal of the Adversary is to make the StreamingAlgorithm output an incorrect response z; at

some point i

Adversary for the AMS Sketch

Recall AMS sketch
» Random matrix 4 € {+1}*"

. ; ithilla- FOI* = [|La. F®
After the ith update, respond with - ||A f4 ||2 = ”ﬁA 4
f('-) =A1.u1+...+Ai.ui

2
where
2

The attack
+ Setw« C-+t-eq
e Fori=273,..,m=0(t) do

1. old « ”%Aw”z
2. wewte;

3. new « ||%Aw||z
4

If new > old then w «w —e¢;

Analysis
+ Atalltimes ||[w||% > C% - t by init

2
= Suffices to show that ”%A . w” drops below €%/2 - t
2

* new; = ”%A (w+ep) z = ||%A . w”z + ”%A - e |z +2 <%Aw, %Aei>
=old;+1+2 <%Aw, %Aei>

1 1
* So, new; —old; = 2 <ﬁAw, ﬁAei>



1

This inner product ( 1

ﬁAW, ﬁAei> is a random variable, because A4 is random. First observe that this
random variable is symmetric. Why? Because Ae; is the i-th column in A, and because Aw depend only
on columns with indices smaller than i. So Aw and Ae; are independent vectors. Thus, for every y, the

probability of that Ae; = y is equal to the probability that Ae; = —y (even given Aw), showing that this
inner product is symmetric.

It can be shown that the standard deviation of the inner product is constant, showing that "in the eyes
of the AMS algorithm" every iteration shrinks the norm by a constant with probability = 1/2.



